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Abstract – In recent times, there has been a rise in the 

number of extreme events affecting electric power 

systems. Power system resilience is the ability to 

counterattack, adjust to, and rapidly recuperate from 

such events. As the cognizance of these threating events 

is rising, the resilience of powers systems has become a 

highest precedence in the research area of power 

systems. This paper intends to deliver a summary of 

basic concepts of resilience in the power system. 

Definitions and assessment approaches of resilience are 

discussed. Moreover, strategies to enhance power system 

resilience are presented. Future challenges, associated 

with power system resilience, are brought to attention. A 

case study on the IEEE 14-bus test system is 

demonstrated to assess resilience. 
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I.  INTRODUCTION  

Supply of energy is an essential pillar for any 
society to function. It is important to have reliable 
energy distribution [1-2]. The electric power systems 
are generally planned to sustain component outage in 
accordance with the (N-1) security criterion, but lately, 
various natural disasters have brought forward 
extraordinary challenges to power systems, stressing 
the situation that the power system is not adequately 
planned to cope with disruptive events possessing 
huge severity, e.g., 11 years ago, in China, a snow 
storm resulted in over 129 line faults. In 2011, the 
Great East Japan Earthquake resulted in a power 
outage for over 4 million homes for about seven days 
[3]. [4] describes 933 events in the U.S., resulting in 
outages, from the years 1984 to 2006. The resulting 
data is presented in Table I [4]. 

It has been observed that a reliable power system is 
not necessarily resilient [5]. It has become clear that 
further deliberations beyond the conventional system 
reliability analysis are required to completely describe 
the system. It is expected that the natural disasters, 
affecting power systems, would continue to rise 
because of climate alteration and the outdated energy 
infrastructure [1]. Moreover, man-made errors and 
cyber-attacks are also a threat to power systems, as 
outlined in Fig. 1 [6]. In the era of smart grids, 
machine learning, and artificial intelligence, power 
system has become more vulnerable. The inherent 
randomness and outside interferences affect the power 
system.  

Power systems are very susceptible to terrorist 
attacks as these systems constitute a large cyber-

physical entity. For instance, on April 16th, 2013, 17 
transformers were damaged by the attack of snipers in 
Metcalf, California, near the border of San Jose. These 
damaged transformers required over $15 million worth 
of repairs. Thus, confronting the rising threats and 
complexity of the network, incorporating resilience in 
the power infrastructure is a challenging task. 
Although, disaster-prone standards should be 
practiced, an all-inclusive upgradation of the system is 
very expensive. As a substitute, the notion of resilient 
electric power system is discussed to deal with the 
high impact, low probability events [3]. Therefore, 
recently, various nations are now prioritizing power 
system resilience considering planning polices of 
power systems. To understand the concept of power 
system resilience, the paper reviews some existing 
works on definition, measurement, and enhancement 
of resilience in association with power system. Some 
future challenges are also highlighted 

This paper gives an overview of the resilience in 
electric power system. There are various causes which 
can reduce the resilience of the system. Caused by 
power outages. A schematic of some common power 
outage causes is shown in Fig. 1 [6]. 

 

Fig. 1. Common power outage causes  

 

The rest of the paper is organized as follows. 
Section II introduces the concept of power system 
resilience. Section III discusses resilience 
measurement and assessment approach. Section IV 
suggests some measures to improve resilience. Section 
V demonstrates assessment of resilience on a standard 
test system. Section VI discusses future challenges. 
Finally, the conclusion is presented, along with a 
future research direction. 
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TABLE I. CAUSES OF LARGE BLACKOUTS IN THE UNITED 

STATES [4] 

Cause % of 

events 

Mean size 

(MW) 

Mean size 

(customers) 

Earthquake 0.8 1,408 375,900 

Tornado 2.8 367 115,439 

Hurricane 4.2 1,309 782,695 

Ice storm 5.0 1,152 343,448 

Lightning 11.3 270 70,944 

Wind/rain 14.8 793 185,199 

Other cold 

weather 

5.5 542 150,255 

Fire 5.2 431 111,244 

Intentional 

attack 

1.6 340 24,572 

Supply 

shortage 

5.3 341 138,957 

Other 

external 

cause 

4.8 710 246,071 

Equipment 

failure 

29.7 379 57,140 

Operation 

error 

10.1 489 105,322 

Voltage 

reduction 

7.7 153 212,900  

 

II. CONCEPT OF POWER SYSTEM RESILIENCE 

The Smart Grid is comprised of three elements that 
work in cohesion to provide efficient and reliable 
energy. The complex interconnectivity of 
communication, computational, and new emerging 
devices will be discussed in this section. 
Technological advances and improved monitoring 
systems help in continuing to improve the electric 
power grid [2-5]. 

Resilience was first introduced in 1972 by C.S. 
Holling in [7] as an idea in ecological systems, which 
referred to “a measure of the persistence of systems 
and of their ability to absorb change and disturbances 
and still maintain the same relationships between 
populations or state variables” [8]. However, for the 
power systems, various similar definitions have been 
proposed, with an emphasis on the ability to deal with 
disturbing events. According to the U.S. Presidential 

Policy Directives-21(PPD-21), resilience is “the ability 
to prepare for and adapt to changing conditions, and 
withstand, and recover rapidly from disruptions” [9-
11]. Although, there is a lack of agreement on the 
definition of resilience, the spirit of such definitions is 
usually the same, i.e., resilience is an all-embracing 
idea that includes the system performance before, 
during, and after the disrupting events. Thus, resilience 
can be defined as “the ability of an entity to anticipate, 
resist, absorb, respond to, adapt to, and recover from a 
disturbance” [12], as demonstrated in Fig. 2. The 
resilient system is likely to resist the disruption better 
than the traditional system (specified by the red dashed 
line), e.g., from to to t1. From t1 to t2, the system can 
effectively resist the disasters using system hardening; 
from t2 to t3, response and adaption can be attained, 
and eventually, unconventional refurbishment 
strategies, will be utilized in an appropriate way to 
reinstate the system to near-normal performance state 
(from t3 to t4). This modeling approach of system 
resilience is also known as the "resilience trapezoid". 

Some research works have also used the "resilience 
triangle" [13], as shown in Fig. 3, to present the 
concept of resilience. The shape of the hypotenuse of 
triangle can alter, i.e. it can be linear, triangular, or 
exponential [14], depending on the effectiveness of the 
adopted recovery strategies.  

 

 
Fig. 2.  Process of a resilient power system through disruption 

 

 

Fig. 3.  The resilience triangle 

While, this approach can efficiently capture the 
resilience recovery after an event (t ∈ [t1, t2]), it cannot 
capture other very crucial scopes of resilience that the 
typical power systems may suffer, e.g., how rapidly 
the resilience worsens once the event impacts a critical 
infrastructure or for how much long the substructure 
stays in post-event tarnished states before restoration 
process is started. Thus, it is not able to establish a 
comprehensive depiction of the resilience level during 
all the phases of a disruptive event [15]. Therefore, 
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"resilience trapezoid" approach is superior than 
"resilience triangle" approach as it portrays all possible 
phases that a critical infrastructure can remain in 
during the disruptive event, including the changeover 
between these possible states. The "resilience 
trapezoid" approach is further elaborated in [16] and 
[17]. 

III. RESILIENCE MEASUREMENT AND ASSESSMENT 

Usually, power system resilience is focused at two 
different levels: component level, and system level 
[18]. The former mostly focuses on cyber-physical 
components [18]. Recent progresses in the design of 
such components have significantly enhanced their 
performance, thus, having a satisfactory resilience 
level [18]. However, to incorporate both physical and 
cyber interdependencies of these components, power 
system researchers have made widespread efforts to 
research the system-level resilience [19].  Defining the 
suitable system level resilience metrics allows the 
concerned authorities to accomplish analytical 
assessments, and perform dissimilar precautionary 
procedures [20-21]. To measure and assess the 
resilience in a comprehensive manner, three main 
features must be considered [22]: measuring the 
"resilience of what, to what, and under what 
conditions.” Another characteristic that should be 
considered in formulating a resilience metric is the 
operating state of the power system, when the 
disruptive event occurs. Fig. 4 demonstrates a 
conceptual model for measuring the resilience level of 
a typical power system [23]. 

 
Fig. 4.  A model for measuring resilience level for a power system 

 

[23] proposed a seven-stage resilience assessment 
framework, as shown in Fig. 5. The goal of the first 
three stages is to define a resilience metric, 
characterize the disrupting event/threat, and model the 
potential influences of the event on the power system 
operation. 

During the next three stages, the behavior of the 
system in response to the chosen disruptive event is 
simulated. In this aspect, the two decisive points are: 
1) simulating the disruptive event and its 
spatiotemporal impact, and 2) simulating the 
corrective, and restorative measures that can be taken 
in response to the event. Consequently, the resilience 
curve of the system, like Fig. 2, is developed.  

 

 
Fig. 5.  Resilience assessment process in response to a disruptive 

event 

IV. RESILIENCE ENHANCEMENT 

As the number of extreme events and their severity 
is on the rise, power system companies have begun 
noteworthy infrastructure enhancements. This is a 
challenging task for policy makers [24]. The primary 
reason is that measures based on prior disasters do not 
essentially guarantee protection from unanticipated 
future disasters. Moreover, the equilibrium between 
the resilience level and the capital investment is 
essential to obtain [25-26]. The methods for improving 
resilience fall in two broad categories: system 
hardening and use of smart grid technology. System 
hardening is the process of performing physical 
changes to the power system infrastructure such that it 
less vulnerable to catastrophic events. Hardening 
measures typically require huge capital cost. Some 
common hardening practices are described below 
[3,27]. 

A. Undergrounding the Overhead Power Lines 

Undergrounding the overhead lines will result in 
decreased exposure of the poles and lines from the 
disruptive weather scenarios. This reduces the extent 
of the severe weather event.  

B. Physical Upgradation and Revitalization 

The grid resilience can be enhanced through 
renaissance of various grid parts. This can be 
accomplished by replacing the mechanical structure of 
an old part with the latest available technology. 
Examples include replacing the power poles with 
long-lasting materials and devising a new pole design 
to resist a high-speed wind. 

C. Trimming of Trees 

Trimming of trees can reduce the airborne debris 
which may be in contact with the power lines and can 
cause short circuit faults. It also prevents fallen trees 
damaging the lines and poles during a high-speed 
wind instance. Various techniques can be used in this 
aspect. For instance, Geographic Information System 
(GIS), can be used to manage the trees in a larger 
geographical area, and a sonic scanner can be 
deployed for attaining data from susceptible trees 
during the storm.  
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V. RESILIENCE ASSESSMENT: CASE STUDY 

An approach based on three-state weather model 
[28] is used to demonstrate the assessment of 
resilience on the IEEE 14-bus test system. The single 
line diagram of the system is shown in Fig. 6. 

 

 

 
Fig. 6.  IEEE 14-bus test system 

 
Fig. 7 shows the three-state weather model used 

and associated transition rates [28-29]. The values of 
transition rates (assumed based on historic data) are 
shown in Table II. In this table, na and an denote the 
transition rates from normal to adverse and adverse to 
normal weather, respectively; ma and am denote the 
transition rates from major adverse to adverse and 
adverse to major adverse weather, respectively; nm and 
mn denote the transition rates from normal to major 
adverse and major adverse to normal weather, 
respectively.   

TABLE II. ASSUMED WEATHER TRANSITION RATES  

Transition state Transition rate (per hour) 

na 1/100 

an 1/3 

ma 1/3 

am 1/8760 

nm 1/8760 

mn 1/3 

 
Fig. 7. A typical three-state weather model for power system 

Load point reliability indices for four loads i.e. 
L11, L12, L13, and L14 were used to assess 
resilience. Expected energy not supplied (EENS) 
index is used to achieve this. EENS is the amount of 
energy which is not expected to be met by generation 
in each calendar year. This index is mathematically 
given as follows. 

                 
i

ENS
EENS

C
=


                        (1) 

Where iC denotes number of customers supplied 

by load point i. In this work, for each load pint, 100 
customers are assumed. The value of EENS for each 
of the four load points is shown in Table III. 

 

TABLE III.  EENS FOR FOUR LOAD POINTS 

Load 

Point 

EENS 

(MWh/year) 

L11 2.53 

L12 3.66 

L13 8.98 

L14 7.24 

 
As evident from Table III, load point L11 is the 

most resilient to weather disturbances as value of 
EENS is the least. This means for weather 
disturbances; this load has the least probability of 
losing load. On the contrary, L13 is the least resilient. 
This approach can be used to compare the resilience 
of various standard test systems, using different 
resilience performance criterion. 

VI. FUTURE CHALLENGES 

A. Modeling of Extreme Events 

Conventionally, reliability assessment of power 
systems has emphasized on the random component 
faults due to internal reasons. On the contrary, 
resilience assessment stresses on the external, 
disruptive extreme events. The faults arising from 
such events can possess diverse characteristics. For 
instance, natural disasters faults show both time and 
spatial correlation; for human attacks, the targeted 
attack pattern, mode, and approaches may be a theme 
that many system planners are unacquainted with. As 
the power system attains more complexity, it is crucial 
to scrutinize the occurrences of these disruptive 
events, their impact on the network, and their negative 
consequences. The intricacy of catastrophic events 
also signifies the requirement to classify the faults 
based on their sources. In this aspect, two types of 
faults are of significance [30]: cascading faults and 
common-mode faults. 

There is some research available on the modeling 
of faults due to catastrophic events. For instance, [31] 
provides an outline to model hurricanes in North 
America; [32] deliberated the cascading faults 
between the power system and the cyber system. Such 
researches are valuable references for comprehending 
the behavior of power system due to faults caused by 
disruptive events. Moreover, resilience approaches 
and plans should be deeply inspected to cope with 
similar faults. 
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B. Resilience Metrics 

Two major challenging questions for implementing 
power system resilience are: (1) how can system 
resilience be measured resilience incorporating both 
the infrastructure and operational aspects? and (2) 
what resilience metrics can seamlessly incorporate the 
three relevant characteristics: weather variables, 
spatiotemporal nonstationary infrastructure failures, 
and restoration of services for customers?  Although, 
reliability metrics have been used as standards [19], 
but these metrics are envisioned for daily operations 
rather than severe catastrophic events. Suitable 
standard resilience metrics are essential to integrate 
real-time features. 

To sum up, it is of great significance to incorporate 
resilience in various aspects of power system 
including planning and operation. Moreover, dealing 
with correlation amongst various entities for resilience 
planning, particularly with renewable energy 
integration and smart grids, is equally important [33-
36]. 

 

CONCLUSION  

Due to large number of extreme events, a solid 
foundation of the resilient electric power system and 
the enhancement of resilience have become an 
unavoidable necessity for the power system. 
Resilience is, now, documented as an indispensable 
feature of the power system infrastructure. Although, a 
huge amount of research is already conducted on 
resilience, it is still a relatively novel subject in the 
realm of power systems. The standard definition of 
resilience in power system stills need to be agreed 
upon unanimously, as it plays a vital role for 
thoroughly analyzing power system. This paper 
reviewed some basic concepts of resilience, along with 
its assessment methods, and enhancement strategies. 
There are still various formidable challenges which 
must be addressed to establish the importance of 
resilience in power systems. A case study was 
conducted on IEEE 14-bus test system to assess 
resilience for various load points. Metrics for power 
system resilience are still an open area of research. 
Moreover, optimization assessment of grid resilience 
enhancement strategies is crucial. The existing 
research work on resilience is just the tip of the 
iceberg, and extreme catastrophic events will always 
be a daunting challenge to mankind. Standard, up-to-
date guidelines, and innovative technologies are 
essential to emphasize the value of resilience in the 
power system infrastructure. 

REFERENCES 

[1] Z. Bie, Y. Lin Y, G. Li, X. Jin, and B. Hua, “Smart grid in 
China: a promising solution to China’s energy and 
environmental issues,” International Journal of 
Environmental Studies, vol. 70, pp. 702-718, Aug. 2013.  

[2] Z. Tang, X. Li, B. Akin, and H. Jin, “A high-fidelity 
integrated platform for rapid prototyping of AC motor 
drives,” in 2014 40th Annual Conference of the IEEE 
Industrial Electronics Society, pp. 3730-3735.  

[3] Z. Bie, Y. Lin, G. Li, and F. Li, “Battling the extreme: a study 
on the power system resilience,” Proceedings of the IEEE, 
vol. 105, pp. 1253-1266, Jul. 2017.  

[4] P. Hines, J. Apt, and S. Talukdar, “Trends in the history of 
large blackouts in the United States,” in 2008 IEEE PES 
General Meeting, pp. 1–8. 

[5] C. C. Liu, “Distribution systems: Reliable but not resilient? 
[in my view],” IEEE Power and Energy Magazine, vol. 13, 
pp. 93-96, May-Jun. 2015. 

[6] L. Li and Y. Zhang, “Analysis of major power outage events 
and implication on Chinese power system safe operation,” (in 
Chinese), China Power Enterprise Manage., vol. 15, pp. 16–
18, 2014. 

[7]  C. S. Holling, “Resilience and stability of ecological 
systems,” Ecology, vol. 4, pp. 1–23, 1973. 

[8] Presidential Policy Directive (PPD) 21, The White House, 
Washington, DC, USA, 2013 [Online]. Available: 
https://www.dhs.gov/sites/default/files/publications/ISC-PPD-
21-Implementation-White-Paper-2015-508.pdf  

[9] Keeping the country running: natural hazards and 
infrastructure, Cabinet Office, London, U.K., 2011 [Online]. 
Available: 
https://assets.publishing.service.gov.uk/government/uploads/s
ystem/uploads/attachment_data/file/61342/natural-hazards-
infrastructure.pdf 

[10] M. Bruneau et al., “A framework to quantitatively assess and 
enhance the seismic resilience of communities,” Earthquake 
Spectra, vol. 19, pp. 733–752, Nov. 2003. 

[11] Third UN world conference on disaster risk reduction, United 
Nations Office for Disaster Risk Reduction (UNISDR), 
Sendai, Japan, 2015. 

[12] Z. Bie, Y. Lin, and A. Qiu, “Concept and research prospects 
of power system resilience,” (in Chinese), Automation of 
Electric Power Systems, vol. 39, pp. 1–9, 2015. 

[13] K. Tierney and M. Bruneau, “Conceptualizing and measuring 
resilience: a key to disaster loss reduction,” Transportation 
and Research News, vol. 250, pp. 14-17, May-Jun. 2007. 

[14] G. P. Cimellaro, A. M. Reinhorn, and M. Bruneau, 
“Framework for analytical quantification of disaster 
resilience,” Engineering Structures, vol. 32, pp. 3639–3649, 
Nov. 2010. 

[15] M. Pantelli et al., “Metrics and quantification of operational 
and infrastructure resilience in power systems,” IEEE 
Transactions on Power Systems, vol. 32, pp. 4732-4742, Nov. 
2017. 

[16] M. Ouyang and L. Due˜nas-Osorio, “Time-dependent 
resilience assessment and improvement of urban 
infrastructure systems,” Chaos, vol. 22, pp. 1-12, Sep. 2012. 

[17] M. Ouyang, L. Due˜nas-Osorio, and X. Min, “A three-stage 
resilience analysis framework for urban infrastructure 
systems,” Structural Safety, vol. 36–37, pp. 23–31, May-Jul. 
2012. 

[18] H. H. Willis and K. Loa, “Measuring the resilience of energy 
distribution systems,” RAND Corporation, Santa Monica, 
CA, USA, Tech. Rep., 2015 [Online]. Available: 
https://www.rand.org/pubs/research_reports/RR883.html  

[19] N. Suri and G. Cabri, Adaptive, Dynamic, and Resilient 
Systems, New York, NY, USA: Auerbach, 2014. 

[20] A. R. Berkeley and M. Wallace, “A framework for 
establishing critical infrastructure resilience goals,'' National 
Infrastructure Advisory Council, U.S. DHS., Washington, 
DC, USA, Final Rep., 2010 [Online]. Available: 
https://www.dhs.gov/xlibrary/assets/niac/niac-a-framework-
for-establishing-critical-infrastructure-resilience-goals-2010-
10-19.pdf  

[21] Severe impact resilience: considerations and 
recommendations, NERC [Online]. Available: 
https://www.nerc.com/comm/OC/SIRTF%20Related%20File
s%20DL/SIRTF_Final_May_9_2012-Board_Accepted.pdf  

[22] M. A. Pflanz, “On the resilience of command and control 
architectures,” Ph.D. Dissertation, Dept. Elec, Comp. & Sys. 
Engg., Fairfax, VA, USA: George Mason Univ., 2011 
[Online]. Available: http://mars.gmu.edu/handle/1920/7490  

[23] A. Gholami et al. “Toward a consensus on the definition and 
taxonomy of power system resilience,” IEEE Access, vol. 6, 
pp. 32035-32053, Jun. 2018. 



Umair Shahzad 

 

6 

[24] Enhancing distribution resiliency: opportunities for applying 
innovative technologies, Electric Power Research Institute, 
Palo Alto, CA, USA, Jan. 2013. 

[25] Before and after the storm—update: a compilation of recent 
studies, programs and policies related to storm hardening and 
resiliency, Edison Electric Institute, Washington, DC, USA, 
Mar. 2014 [Online]. Available:  
https://www.eei.org/issuesandpolicy/electricreliability/mutual
assistance/Documents/BeforeandAftertheStorm.pdf 

[26] M. Panteli and P. Mancarella, “The grid: stronger, bigger, 
smarter? presenting a conceptual framework of power system 
resilience,” IEEE Power and Energy Magazine, vol. 13, pp. 
58–66, May/Jun. 2015. 

[27] F. H. Jufri, V. Widiputra, and J. Jung, “State-of-the-art review 
on power grid resilience to extreme weather events: 
definitions, frameworks, quantitative assessment 
methodologies, and enhancement strategies,” Applied Energy, 
vol. 239, pp. 1049-1065, Apr. 2019. 

[28] R. Billinton and G. Singh, "Application of adverse and 
extreme adverse weather: modelling in transmission and 
distribution system reliability evaluation", IEE Proceedings-
Generation, Transmission and Distribution, vol. 153, pp. 115-
120, Jan. 2006. 

[29] L. Du, Y. Hu and W. Han, "Transmission and distribution 
system reliability evaluation based on three-state weather 
model," 2011 Asia-Pacific Power and Energy Engineering 
Conference, Wuhan, 2011, pp. 1-4. 

[30] R. G. Little, “Toward more robust infrastructure: observations 
on improving the resilience and reliability of critical 
systems,” in 2003 Proceedings of the 36th Hawaii 
International Conference, pp. 1–9. 

[31] G. Li et al., “Risk analysis for distribution systems in the 
northeast U.S. under wind storms,” IEEE Transactions on 
Power Systems, vol. 29, pp. 889–898, Mar. 2014. 

[32] S. V. Buldyrev, R. Parshani, G. Paul, H. E. Stanley, and S. 
Havlin, “Catastrophic cascade of failures in interdependent 
networks,” Nature, vol. 464, pp. 1025–1028, Apr. 2010. 

[33] U. Shahzad and S. Asgarpoor, "Probabilistic evaluation of 
line loading and line active power in an active distribution 
network using numerical and analytical approaches", 2018 
North American Power Symposium, pp. 1-6. 

[34] U. Shahzad and S. Asgarpoor, "Probabilistic risk assessment 
of an active distribution network using Monte Carlo 
simulation approach," 2019 North American Power 
Symposium, pp. 1-6. 

[35] U. Shahzad, “The need for renewable energy sources”, 
International Journal of Information Technology and 
Electrical Engineering, vol. 4, pp. 16-18, Aug. 2015. 

[36] U. Shahzad, “Significance of smart grids in electric power 
systems: a brief overview”, Journal of Electrical Engineering, 
Electronics, Control and Computer Science, vol. 6, no. 1,  pp. 
7-12, 2020. 

 

 

 

View publication stats

https://www.researchgate.net/publication/344877358

